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INTRODUCTION 

In cloud computing, users can farm out their calculation and 

storage to servers through Internet. This frees users from the 

problems of maintaining resources on the place. Clouds can 

give many types of services such as (Google Apps, Microsoft 

online and infrastructures such as Amazon’s EC

platforms to assist developers create applications such as 

Amazon’s s3. Most of the data saved in clouds is highly 

susceptible, say medical records and social networking data. 

Security and privacy becomes very important issues in cloud 

based environment. So, the users must authenticate themselves 

before initiating any transaction, and also, it must be ensured 

that the cloud does not interfere with the data that is 

outsourced. User privacy is also needed so that the cloud users 

do not identify the identity of the user. 

Cloud servers are vulnerable to Byzantine failure w

storage server may fail in random ways
1
. Proficient search on 

encrypted data is also a necessary concern in clouds. The 

clouds must not identify the query but must be able to return 

the records that satisfy the query. This is performed by ways 

of searchable encryption
2-3

. Authentication of users using 

public key crypto-graphic techniques had been discussed

Many homomorphic encryption techniques had been studied
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ABSTRACT 

We propose a novel decentralized access control mechanism for safer data storage in clouds that ropes anonymous authenticatio

the proposed mechanism, the cloud check is used to authenticate, the series without knowing the user’s identity before actually storing 

data. Our mechanism also has the additional feature of access control in which only legitimate users are able to decrypt the 

information. The mechanism prevents replay attacks and provides the abilities such as creation, modification, and reading data stored 

in the cloud. We also address user revocation. Also, our access control and authentication mechanism is decentralized and sec

unlike other access control mechanisms developed for clouds which are mostly centralized. The communication, calculation, and 

storage overheads are better when compared to the centralized approaches. 

Decentralized access control, Anonymous authentication, Encryption, Cloud based storage. 

In cloud computing, users can farm out their calculation and 

frees users from the 

problems of maintaining resources on the place. Clouds can 

give many types of services such as (Google Apps, Microsoft 

online and infrastructures such as Amazon’s EC2, and 

platforms to assist developers create applications such as 

Most of the data saved in clouds is highly 

susceptible, say medical records and social networking data. 

Security and privacy becomes very important issues in cloud 

based environment. So, the users must authenticate themselves 

transaction, and also, it must be ensured 

that the cloud does not interfere with the data that is 

outsourced. User privacy is also needed so that the cloud users 

Cloud servers are vulnerable to Byzantine failure where a 

Proficient search on 

encrypted data is also a necessary concern in clouds. The 

clouds must not identify the query but must be able to return 

the records that satisfy the query. This is performed by ways 

Authentication of users using 

graphic techniques had been discussed
4
. 

Many homomorphic encryption techniques had been studied 

to ensure that the cloud’s is not able to read the data while 

doing calculations on them
5-6

. 

Access control schemes in clouds are gaining awareness since 

it is important that only allowed users have access to 

legitimate service. Care must be taken to ensure access control 

of this susceptible information which can mostly be related to 

health, documents as in Google doc.

information such as social networking. There are basically 

three types of access control: user

(UBAC), role-based access control (RBAC), and attribute

based access control (ABAC). In UBAC,

list consists of list of users who are allowed to access data. 

There are cryptographic schemes like ring signatures

signatures
14

, group signatures
15

, which can be useful in these 

situations. Ring signatures are not a realistic o

where there are a huge number of users. Group signatures 

consider the pre-existence of a group which might not be 

possible in clouds. Mesh signatures do not make certain if the 

message is from a single user or multiple users colluding 

together. Previous works
7,8

,
10-12

, on access control in cloud is 

centralized in nature. The scheme in 

technique and does not support authentication. The 

schemes
7,8,11 

do not support authentication as well.

The main goals of this paper are the following:
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We propose a novel decentralized access control mechanism for safer data storage in clouds that ropes anonymous authentication. In 

identity before actually storing 

data. Our mechanism also has the additional feature of access control in which only legitimate users are able to decrypt the stored 

ion, modification, and reading data stored 

in the cloud. We also address user revocation. Also, our access control and authentication mechanism is decentralized and secure, 

lized. The communication, calculation, and 

to ensure that the cloud’s is not able to read the data while 

Access control schemes in clouds are gaining awareness since 

it is important that only allowed users have access to 

legitimate service. Care must be taken to ensure access control 

of this susceptible information which can mostly be related to 

documents as in Google doc. (or) even personal 

information such as social networking. There are basically 

three types of access control: user-based access control 

based access control (RBAC), and attribute-

based access control (ABAC). In UBAC, the access control 

list consists of list of users who are allowed to access data. 

There are cryptographic schemes like ring signatures
13

, mesh 

, which can be useful in these 

situations. Ring signatures are not a realistic option for clouds 

where there are a huge number of users. Group signatures 

existence of a group which might not be 

possible in clouds. Mesh signatures do not make certain if the 

message is from a single user or multiple users colluding 

, on access control in cloud is 

n nature. The scheme in uses a symmetric key 

technique and does not support authentication. The 

do not support authentication as well. 

the following: 
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1. Distributed access control of data stored in cloud so that 

only allowed users with legitimate attributes can access 

them.  

2. Authentication of cloud users who store and change their 

data on the cloud.  

3. The identity of the user is confined from the cloud during 

authentication. 

4. The architecture is decentralized meaning that there can 

be multiple KDCs for key management.  

5. The access control and authentication are both collusion 

opposing, meaning that no two users can get together and 

access data or authenticate themselves, if they are 

individually not allowed.  

6. Canceled users cannot access data after they have been 

canceled.  

7. The proposed scheme is flexible to replay attacks. A 

writer whose attributes and keys have been canceled 

cannot write back state information.  

Organization  

The paper is structured as follows: Related work is detailed in 

Part 2. The mathematical backgrounds are detailed in Part 3. 

We detail our privacy preserving access control scheme in Part 

4. And comparisons with other works are detailed in Part 5. 

We conclude in Part 6. 

RELATED WORK 

There are two types of ABEs. In key-policy ABE (Goyal et 

al.) 
17

, the sender has an access policy to encrypt data. A writer 

whose attributes and keys have been canceled shall not write 

back stale information. The receiver gets attributes and secret 

keys from the attribute authority and is able to decrypt 

information if it has corresponding attributes. In Cipher text 

policy CP-ABE
18

, the receiver has the access policy in the 

form of a tree, with attributes as leaves and monotonic access 

structure with AND, OR and other threshold gates. All the 

approaches take a centralized approach and can allow only one 

KDC, which is a point of failure. 

BACKGROUND 

In this part, we detail our cloud storage model, attack model 

and the assumptions we have made in this work. Table 1 

details the notations used throughout the paper. We also 

describe mathematical background used in our proposed 

solution. 

Assumptions  

We make the following assumptions in our work: 

The cloud is honest-but-curious, which means that the cloud 

administrators can be interested in checking user’s content, but 

cannot change it. 

1. Users can have either read or write or done both accesses 

to a file stored in the cloud.  

2. All communications between users of clouds are 

protected by secure shell protocol.  

Formats of Access Policies  

Access policies can be in any of the following formats: 1) 

Boolean functions of attributes, 2) linear secret sharing 

scheme matrix, or 3) monotone span programs. Any access 

structure can be converted into a Boolean function as well. 

 

 
 

Figure 1: Notations used 

 

Mathematical Background  

Let G be a cyclic group of prime order q generated by g. Let 

GT be a group of order q. We can define the map e: G*G--

>GT. The map satisfies the following properties: 

1.  e(aP,bQ) = e(P,Q)
ab

 for all P,Q ∈ G  

    and  a,b∈Zq = {0,1,2,3….,q-1} 

2. Nondegenarate: e(g,g) ≠ 1. 

Bilinear pairing on elliptic curves groups is used. We will not 

discuss the pairing functions which mainly use Weil and Tate 

pairings and computed using Miller’s scheme. The choice of 

curve is an important consideration because it chooses the 

complexity of pairing operations. 

Attribute-Based Encryption 

ABE with multiple authorities as proposed by Lewko and 

Waters, proceeds as follows
11

: 

System Initialization 

Select a prime q, generator g of G0, groups G0 and GT of order 

q, a map e: G0* G0�GT, and a hash function H: {0, 1}� G0 

that maps the identities of users to G0. 

The set of attributes Lj..The Secret key of KDC is 

SK[j]={αi,yi,i∈Lj} and the public key of KDC is given as 

PK[j]={e(g,g)
α
,g

y
,i∈Lj}. 

Key Generation and Distribution by KDCs 

User Uu receives a set of attributes I[j,u] from KDC and 

Corresponding secret key SKi,u for each i ∈ I[j,u] 

Ski,u = g
α
 H(u)

y
. All keys are delivered to the user using 

public key of user such that only that particular user may 

decrypt it using its secret key. 

Encryption by Sender 

The encryption function is ABE. Encrypt (MSG, X). Sender 

decides about the access tree X. LSSS matrix R can be derived 

as described earlier. Sender encrypts message MSG and sends 

corresponding cipher text. 
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Decryption by Receiver 

The decryption function is ABE Decrypt (C{ski,u}) where C is 

the cipher text. Receiver Uu takes as input ciphertext C, secret 

ski,u, group Go and outputs message msg. 

Proposed privacy preserving access control mechanism 

In this part, we propose our privacy preserving access control 

scheme. According to this scheme a user can create a file and 

store it safely in the cloud. This scheme consists of two 

protocols ABE and ABS, as discussed in previous sections 

correspondingly. We will first discuss our scheme and then 

demonstrate how it works. We refer to the Fig. 1. There are 

three users, a creator, a reader, and writer. Creator Alice gets a 

token from the trustee, who is thought to be honest. A trustee 

can be someone like the central government who manages 

social security numbers etc. On detailing her id, the trustee 

provides her token. There are multiple KDCs, which can be 

spread. For example, these can be servers in different areas of 

the world. A creator on detailing the token to one or more 

KDCs gets keys for encryption/decryption and signing. In the 

Fig.1, SKs are secret keys given for decryption, Kx are keys 

for signing purpose. The message named as MSG is encrypted 

under the access policy of X. The access policy decides who 

can and cannot access the data stored in the cloud. The creator 

decides on a claim policy of Y, to prove her authenticity and 

signs the message under this claim. The cipher text C with 

signature is termed as c, and is sent to the cloud. The cloud 

verifies the signature. 
 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 2: Secure cloud storage model 

 

Data Storage in Clouds 

A user Uu first registers itself with one or more trustees. For 

simplicity we assume there is one trustee. The user then 

creates an access policy X which is a monotone Boolean 

function. The message is then encrypted under the access 

policy as with encryption being ABE.The user also constructs 

a claim policy of Y to enable the cloud to authenticate the 

user. The creator does not send the message MSG as it is, but 

uses the time stamp and creates H(C). This is done to prevent 

replay attacks. If the time stamp is not sent, then the user can 

write previous stale message back again to the cloud with a 

valid signature, even when its claim policy and attributes have 

been canceled. The original work by Maji et al., 
16

suffers from 

replay attacks. In their scheme, a writer can send its message 

and correct signature even when there is no longer has access 

rights. In our scheme a writer whose rights have been canceled 

cannot create a new signature with new time stamp and, hence 

cannot write back stale information. 

Reading from the Cloud 

When a user requests data from the cloud, the cloud sends the 

cipher text C using SSH protocol. Decryption proceeds using 

algorithm ABE (Decrypt) and the message MSG is calculated. 

Writing to the Cloud 

To write to an already existing file, the user must send its 

message with the claim policy as done during file creation. 

The cloud verifies the claim policy, and only if the user is 

authentic, is allowed to write on the file. 

User Revocation 

We have just discussed how to prevent replay attacks. We will 

now discuss how to handle user revocation. It must be ensured 

that users must not have the ability to access data, even if they 

possess matching set of attributes. For this reason, the owners 

must change the stored data and send updated information to 

other users. The set of attributes Iu possessed by the Canceled 

user Uu is noted and features that the other schemes did not 

support.  

Comparison with other Cloud Based Access Control 

Mechanisms 

1-W-M-R means that only one user can write while many 

users can read. M-W-M-R means that many users can write 

and read. We see that most schemes do not support many 

writes which is supported by our scheme. Our scheme is 

robust and decentralized; most of the others are centralized. 

Our scheme also supports privacy preserving authentication, 

which is not supported by others. Most of the schemes do not 

support user revocation, which our scheme does. We compare 

the calculation and communication costs incurred by the users 

and clouds and show that our distributed approach has 

comparable costs to centralized approaches. The most 

expensive operations involving pairings and is done by the 

cloud. If we compare the calculation load of user during read 

we see that our scheme has comparable costs. Our scheme also 

compares well with the other authenticated scheme. 

CONCLUSION 

We have provided a decentralized access control technique 

with anonymous authentication, which provides user 

cancelation and prevents threats like replay attacks. The cloud 

does not know the identity of the user who saves information, 

but only verifies the user’s credentials. Key distribution is 

done in a decentralized manner. One limitation is that the 

cloud knows the access policy for every record stored in the 

cloud. In future, we would like not to show the attributes and 

access policy of a user. 
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